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1 # ident "%Z%b6 % % %% SM "

1#

2 # Copyright 2009 Sun M crosystens, Inc. All rights reserved.

3 # Copyright 2005 Sun Mcrosystens, Inc. Al rights reserved.

3 # Use is subject to license terns.

4 #

5 # CDDL HEADER START

6 #

7 # The contents of this file are subject to the terms of the

8 # Common Devel oprment and Distribution License (the "License").

9 # You may not use this file except in conpliance with the License.

9 # Common Devel opnent and Distribution License, Version 1.0 only

10 # (the "License"). You may not use this file except in conpliance

11 # with the License.

10 #

11 # You can obtain a copy of the license at usr/src/OPENSOLARI S. LI CENSE

12 # or http://ww. opensol aris.org/os/licensing.

13 # See the License for the specific |anguage governing pernissions

14 # and limtations under the License.

15 #

16 # When distributing Covered Code, include this CDDL HEADER in each

17 # file and include the License file at usr/src/ OPENSOCLARI S. LI CENSE.

18 # If applicable, add the follow ng below this CDDL HEADER, with the

19 # fields enclosed by brackets "[]" replaced with your own identifying

20 # information: Portions Copyright [yyyy]l [nane of copyright owner]

21 #

22 # CDDL HEADER END

23 #

25 # Sets the maxi mum nunmber of concurrent connection oriented connections.

26 # Default is unlimted and is obtained by not setting NFSD_MAX CONNECTI ONS.
#

Equi val ent to -c.
28 #NFSD_MAX_CONNECTI ONS=

30 # Set connection queue |length for the NFS over a connection-oriented
31 # transport. The default value is 32 entries.

32 # Equivalent to -1I.

33 NFSD_LI STEN_BACKLOG=32

35 # Start NFS daenon over the specified protocol only.

36 # Equivalent to -p, ALL is equivalent to -a on the nfsd comrand |ine.
37 # Mutually exclusive with NFSD _DEVI CE.

38 NFSD_PROTOCOL=ALL

40 # Start NFS daenon for the transport specified by the given device only.
41 # Equivalent to -t.

42 # Mutually exclusive with setting NFSD_PROTOCOL.

43 #NFSD_DEVI CE=

45 # Maxi mum nunber of concurrent NFS requests.
46 # Equivalent to last nuneric argunent on nfsd command |ine.
47 NFSD_SERVERS=16

49 # Set connection queue length for |ockd over a connection-oriented transport.

50 # Default and mi ninumvalue is 32.
51 LOCKD_LI STEN BACKLOG=32

53 # Maxi mum nunber of concurrent |ockd requests.
54 # Default is 20.
55 LOCKD_SERVERS=20
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# Retransmit Tineout before |ockd tries again.
# Default is 5.
LOCKD_RETRANSM T_TI MEQUT=5

# Grace period in seconds that all clients (both NLM & NFSv4) have to
# reclaimlocks after a server reboot. Al so controls the NFSv4 | ease
# interval.

# Overrides the deprecated setting LOCKD GRACE_PERI OD.

# Default is 90 seconds.

GRACE_PERI OD=90

# Deprecat ed.

# As for GRACE_PERI OD, above.
# Default is 90 seconds.
#LOCKD_GRACE_PERI OD=90

# Sets the m ninum version of the NFS protocol that will be registered
# and offered by the server. The default is 2.
#NFS_SERVER _VERSM N=2

# Sets the maxi num version of the NFS protocol that will be registered
# and offered by the server. The default is 4.
#NFS_SERVER _VERSMAX=4

# Sets the m nimum version of the NFS protocol that will be used by
# the NFS client. Can be overridden by the "vers=" NFS nount option.
# The default is 2.

#NFS_CLI ENT_VERSM N=2

# Sets the maxi num version of the NFS protocol that will be used by
# the NFS client. Can be overridden by the "vers=" NFS nount option.
# If "vers=" is not specified for an NFS nount, this is the version
# that will be attenpted first. The default is 4.

#NFS_CLI ENT_VERSMAX=4

# Determines if the NFS version 4 delegation feature will be enabl ed
# for the server. If it is enabled, the server will attenpt to

# provide delegations to the NFS version 4 client. The default is on.
#NFS_SERVER _DELEGATI ON=on

# Specifies to nfsmapi d daenon that it is to override its default
# behavior of using the DNS domain, and that it is to use 'donain’ as
# the donmin to append to outbound attribute strings, and that it is to

# use 'dommin’ to conpare against inbound attribute strings.

#NFSMAPI D_DOVAI N=dorai n

# Specifies TCP send and receive buffer size of NFS server connections.

#

# To override the default values and force NFS connections to use systemw de
# default TCP send and receive buffer size, set the corresponding option to O.
#

# Default is 1048576 bytes, which is the current maxinmum al | owabl e buffer size
# limted by systemw de ’'tcp_max_buf’ configuration variable. To set the buffer
# size beyond the current maxi num al | owabl e val ue, increase 'tcp_max_buf’ to

# a value greater than, or equal to, the desired val ue for NFS_SERVER SNDBUFSZ
# and NFS_SERVER RCVBUFSZ.

#

#NFS_SERVER_SNDBUFSZ=1048576

#NFS_SERVER RCVBUFSZ=1048576
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1/*

* CDDL HEADER START

NRRRRRRRR R
COONOUITAWNROW©O~NOUTSWN

The contents of this file are subject to the terms of the
Common Devel opment and Distribution License (the "License").
You may not use this file except in conpliance with the License.

or http://ww. opensol aris.org/os/licensing.
See the License for the specific |anguage governing pernissions
and linmtations under the License.

When distributing Covered Code, include this CDDL HEADER i n each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
If applicable, add the follow ng bel ow this CDDL HEADER, with the
information: Portions Copyright [yyyy]l [nane of copyright owner]

CDDL HEADER END

-~

I T

21/

22 Copyri ght 2009 Sun Mcrosystens, Inc. Al rights reserved.
22 Copyri ght 2006 Sun Mcrosystens, Inc. Al rights reserved.
23 Use is subject to license terms.

24 */

26 /*

27 * nfs_tbind.h, commpbn code for nfsd and | ockd

28 */

30 #ifndef _NFS_TBIND_H

31 #define _NFS_TBIND _H

33 #pragne ident " %Y % Y% %EY% SM "

33 #include <netconfig. h>

34 #include <netdir. h>

36 #ifdef __cplusplus

37 extern "C' {

38 #endi f

40 /*

41 * dobals which should be initialised by daenon main().

42 */

43 extern size_t end_listen_fds;

44 extern size_t numfds;

45 extern int |'i sten_backl og;

46 extern int (*Mysvc) (int, struct netbuf, struct netconfig *);

47 extern int (*Mysvcd) (int, struct netbuf *, struct netconfig *,
48 int, struct netbuf *)

49 extern int max_conns_al | owed;

51 /*

52 * RPC protocol block. Useful for passing registration information.
53 */

54 struct protob {

55 char *serv; /* ASCI| service name, e.g. "NFS' */
56 int versmn; /* mnimumversion no. to be registered */
57 int versmax; /* maxi num version no. to be registered */

You can obtain a copy of the |icense at usr/src/ OPENSOLARI S. LI CENSE

fields enclosed by brackets "[]" replaced with your own identifying
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/*

program /* programno. to be registered */
struct protob *next; /* */

next entry on |ist

* Declarations for protocol types and conparison.

*/

#def i ne NETSELDECL( x) char *x
#def i ne NETSELPDECL(x) char **x
#define NETSELEQ(x, y) (strcmp((x), (y)) == 0)

* nfs library routines

/*
*/
extern int
extern int

extern void

extern int
extern int
extern void

extern void

extern void

nfslib_transport_open(struct netconfig *);
nfslib_bindit(struct netconfig *, struct netbuf **,
struct nd_hostserv *, int, int sndbufsz, int rcvbufsz);
struct nd_hostserv *, int);
nfslib_log_tli_error(char *, int, struct netconfig *);
do_al | _setbuf (struct protob *,
int (*)(int, struct netbuf, struct netconfig *),
int use_pmap, int sndbufsz, int rcvbufsz);
do_al | (struct protob *,
int (*)(int, struct netbuf, struct netconfig *),
i nt use_pmap);
do_one_set buf (char *, char *, struct protob *,
int (*)(int, struct netbuf, struct netconfig *),
int use_pmap, int sndbufsz, int rcvbufsz);
do_one(char *, char *, struct protob *,
int (*)(int, struct netbuf, struct netconfig *),
int use_pmap);
pol |l _for_action(void);

#i fdef __cpl uspl us

}
____unchanged_portion_onitted_
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1/*

* CDDL HEADER START

The contents of this file are subject to the terms of the
Common Devel opment and Distribution License (the "License").
You may not use this file except in conpliance with the License.

You can obtain a copy of the |icense at usr/src/ OPENSOLARI S. LI CENSE
or http://ww. opensol aris.org/os/licensing.

See the License for the specific |anguage governing pernissions

and linmtations under the License.

*

*

*

*

*

*

*

*

*

*

* When distributing Covered Code, include this CDDL HEADER i n each
* file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
* | f applicable, add the follow ng below this CDDL HEADER, with the
* fields enclosed by brackets "[]" replaced with your own identifying
* information: Portions Copyright [yyyy] [name of copyright owner]

*
*
*
*
*
*
*
*

CDDL HEADER END

NRRRRRRRR R
COONOUITAWNROW©O~NOUTSWN

-~

21/

22 Copyri ght 2009 Sun Mcrosystens, Inc. Al rights reserved.
22 Copyri ght 2008 Sun Mcrosystens, Inc. Al rights reserved.
23 Use is subject to license terms.

24 */

26 /*

27 * nfs_tbind.c, common part for nfsd and | ockd.

28 */

30 #pragma ident " %Yo U % %Y SM "
30 #define PORTNVAP

32 #include <tiuser.h>

33 #include <fcntl.h>

34 #include <netconfig.h>
35 #include <stropts. h>

36 #include <errno. h>

37 #include <sysl og. h>

38 #include <rpc/rpc. h>

39 #include <rpc/pnap_prot. h>
40 #include <sys/tinme. h>

41 #incl ude <sys/resource. h>
42 #include <signal.h>

43 #include <netdir.h>

44 #incl ude <unistd. h>

45 #include <string. h>

46 #incl ude <netinet/tcp. h>
47 #include <mal | oc. h>

48 #include <stdlib. h>

49 #include "nfs_tbind. h"
50 #include <nfs/nfs.h>

51 #include <nfs/nfs_acl.h>
52 #include <nfs/nfssys. h>
53 #include <nfs/nfs4.h>

54 #include <zone. h>

55 #include <sys/socket. h>
56 #include <tsol /I abel.h>
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/*
* Determine valid semantics for nost applications.
*
/
#define OK_TPI _TYPE(_nconf) \

(_nconf->nc_semantics == NC_TPI_CLTS || \
_nconf->nc_semantics == NC_TPI_COIS || \
_nconf->nc_senantics == NC_TPI _COTS_ORD)

#defi ne BE32_TO U32(a) \
(((ulong_t)((uchar_t *)a)[0] & OxFF) << (ulong_t)24) | \
(((ulong_t)((uchar_t *)a)[1] & OxFF) << (ulong_t)16) | \
(((ulong_t)((uchar_t *)a)[2] & OxFF) << (ulong_t)8) | \
((ulong_t)((uchar_t *)a)[3] & OxFF))

/*

* Nunmber of elenents to add to the poll array on each allocation.

*

#define POLL_ARRAY_|I NC_SI ZE 64

/*

* Nunber of file descriptors by which the process soft limt may be

* increased on each call to nofile_increase(0).

*/

#defi ne NOFI LE_I NC_SI ZE 64

struct conn_ind {

struct conn_ind *conn_next;
struct conn_ind *conn_prev;
struct t_call *conn_cal | ;
__unchanged_portion_onitted_
/*
* this file contains transport routines conmon to nfsd and | ockd
*
/
static int nofile_increase(int);
static int reuseaddr (int);
static int recvucred(int);
static int anonm p(int);
static void add_to_poll _list(int, struct netconfig *);
static char *serv_name_t o_port_name(char *);
static int bind_to_proto(char *, char *, struct netbuf **,
struct netconfig **, int, int);
struct netconfig **);
static int bind_to_provider(char *, char *, struct netbuf **,
struct netconfig **, int, int);
struct netconfig **);
static void conn_cl ose_ol dest (voi d);
static bool ean_t conn_get(int, struct netconfig *, struct conn_ind **);
static void cots_listen_event(int, int);
static int di scon_get (int, struct netconfig *, struct conn_ind **);
static int do_pol |l _clts_action(int, int);
static int do_pol | _cots_action(int, int);
static void renove_frompoll _list(int);
static int set _addrmask(int, struct netconfig *, struct netbuf *);
static int is_listen_fd_index(int);
static struct pollfd *poll_array;
static struct conn_entry *conn_pol |l ed;
static int num conns; /* Current nunber of connections */
int (*Mysvcd) (int, struct netbuf *, struct netconfig *, int,
struct netbuf *);
static int setopt(int fd, int level, int nane, int value);

extern bool _t _ pnap_set(const rpcprog_t program const rpcvers_t version,
const struct netconfig *nconf, const struct netbuf *address);
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*

*

*

*

132 in
nf

Called to create and prepare a transport descriptor for in-kernel
RPC servi ce.

Returns -1 on failure and a valid descriptor on success.

/

t
slib_transport_open(struct netconfig *nconf)

int fd;
struct strioctl strioc;

if ((nconf == (struct netconfig *)NULL) ||
(nconf->nc_device == (char *)NULL)) {
sysl og(LOG ERR, "no netconfig device");
return (-1);

}

/*
* QOpen the transport device.
*/

fd = t_open(nconf->nc_device, ORDWR, (struct t_info *)NULL);

if (fd == -1) {
if (t_errno == TSYSERR && errno == EMFILE &&
(nofile_increase(0) == 0))

/* Try again with a higher NOFILE limt. */
fd = t_open(nconf->nc_device, O RDWR,
(struct t_info *)NULL);

}
if (fd == -1) {
sysl og(LOG ERR, "t_open % failed: t_errno %, %,
nconf - >nc_devi ce, t_errno);
return (-1);

}
/*

* Pop tinpd because the RPC nodul e nust be as cl ose as possible
* to the transport.

*

/
if (ioctl(fd, 1_POP, 0) < 0) {
sysl og(LOG ERR, "I _POP of tinod failed: %d);
(void) t_close(fd);
return (-1);

}

/*
* Common code for CLTS and COTS transports
*

if (ioctl(fd, 1I_PUSH, "rpcnmod") < 0)
sysl og(LOG ERR, "I _PUSH of rpcnod failed: %ft);
(void) t_close(fd);
return (-1);

}

strioc.ic_cnmd = RPC_SERVER,
strioc.ic_dp = (char *)O0;
strioc.ic_len = 0;
strioc.ic_timut = -1;

/* Tell rpcnod to act |ike a server stream */

if (ioctl(fd, 1_STR &strioc) < 0)
sysl og(LOG ERR, "rpcnod set-up ioctl failed: %d);
(void) t_close(fd);
return (-1);
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212 }

/*

* Re-push tinod so that we will still be doing TLI
* operations on the descriptor.

*

if (ioctl(fd, I_PUSH "tinod") < 0)
sysl og(LOG ERR, "I _PUSH of tinod failed: %f);
(void) t_close(fd);
return (-1);

}

/*

* Enabl e options of returning the ip’'s for udp.

*

/
if (strcnp(nconf->nc_netid, "udp6") == 0)
rpc_tli_set_options(fd, |PPROTO | PV6, |PV6_RECVPKTINFO 1);

else if (strcnp(nconf->nc_netid, "udp") == 0
_rpc_tli_set_options(fd, |PPROTO_IP, |P_RECVDSTADDR, 1);

return (fd);

____unchanged_portion_onitted_

242 static int
243 nfslib_set_sockbuf (int fd, int which, int val)

244 {
245
246

248
249

251
252
253
254
255
256
257
258
259 }

261 int

if ((which != SO RCVBUF) && (which !'= SO SNDBUF))
return (-1);

sysl og(LOG DEBUG, "Set % option to %",
((which == SO RCVBUF) ? "SO RCVBUF" : "SO SNDBUF"'), val);

if (setopt(fd, SOL_SOCKET, which, val) < 0) {
sysl og(LOG ERR, "couldn't set % to % - t_errno = %",
((which == SO RCVBUF) ? "SO RCVBUF" : "SO SNDBUF"),
val, t_errno);
sysl og(LOG_ERR, "Check and increase systemw de tcp_nmax_buf");
return (-1);

}
return (0);

262 nfslib_bindit(struct netconfig *nconf, struct netbuf **addr,

263
245
264 {
265
266
267
268
269
270
271
272
273

275
276
277

struct nd_hostserv *hs, int backlog, int sndbufsz, int rcvbufsz)
struct nd_hostserv *hs, int backl og)

int fd;

struct t_bind *ntb;

struct t_bind tb;

struct nd_addrlist *addrlist;
struct t_optngnt req, resp;
struct opthdr *opt;

char regbuf[128];

bool _t use_any = FALSE;

bool _t gzone = TRUE;

if ((fd = nfslib_transport_open(nconf)) == -1)
sysl og(LOG ERR, "cannot establish transport service over %",
nconf - >nc_devi ce) ;
return (-1);

}
addrlist = (struct nd_addrlist *)NULL;

/* nfs4_cal |l back service does not used a fieed port nunber */
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350 netdir_free((void *)addrlist, ND_ADDRLIST);
285 if (strcnp(hs->h_serv, "nfs4_callback") == 0) { 351 return (-1);
286 tb. addr. maxl en = 0; 352 }
287 tb.addr.len = 0;
288 tb.addr. buf = 0; 354 /*
289 use_any = TRUE; 355 * XXX - what about the space tb->addr.buf points to? This should
290 gzone = (getzoneid() == GLOBAL_ZONEID); 356 * be either a mencpy() to/fromthe buf fields, or t_alloc(fd, T_BIND,)
291 } else if (netdir_getbynane(nconf, hs, &addrlist) !=0) { 357 */ shoul d’t be called with T_ALL.
358 *
293 sysl og(LOG_ERR, 359 if (addrlist)
294 "Cannot get address for transport % host % service %", 360 tb.addr = *(addrlist->n_addrs); /* structure copy */
295 nconf->nc_netid, hs->h_host, hs->h_serv);
296 (void) t_close(fd); 362 if (t_bind(fd, &b, ntb) == -1) {
297 return (-1); 363 sysl og(LOG ERR, "t_bind failed: t_errno %, %, t_errno);
298 } 364 (void) t_free((char *)ntb, T_BIND);
365 netdir_free((void *)addrlist, ND_ADDRLIST);
300 if (strcnp(nconf->nc_proto, "tcp") == 0) { 366 (void) t_close(fd);
301 /* 367 return (-1);
302 * If we're running over TCP, then set the 368 }
303 * SO _REUSEADDR option so that we can bind
304 * to our preferred address even if previously 370 /* make sure we bound to the right address */
305 * | eft connections exist in FINWAIT states. 371 if (use_any == FALSE &&
306 * This is sonmewhat bogus, but otherw se you have 372 (tb.addr.len !'= ntb->addr.len ||
307 * to wait 2 mnutes to restart after killing it. 373 mencnp(tb. addr. buf, ntb->addr.buf, tb.addr.len) !'= 0)) {
308 */ 374 sysl og(LOG ERR, "t_bind to wong address");
309 if (reuseaddr(fd) == -1) { 375 (void) t_free((char *)ntb, T_BIND);
310 sysl og( LOG_WARNI NG 376 netdir_free((void *)addrlist, ND ADDRLIST);
311 "coul dn’t set SO REUSEADDR option on transport"); 377 (void) t_close(fd);
312 } 378 return (-1);
313 } else if (strcmp(nconf->nc_proto, "udp") == 0) { 379 }
314 /*
315 * In order to run M.P on UDP, we need to handl e creds. 381 /*
316 */ 382 * Call nfs4svc_setport so that the kernel can be
317 if (recvucred(fd) == -1) { 383 * informed what port nunber the daenon is |isting
318 sysl og( LOG_WARNI NG 384 * for incom ng connection requests.
319 "coul dn’t set SO RECVUCRED option on transport"); 385 */
320 }
321 } 387 if ((nconf->nc_semantics == NC_TPI _COTS ||
388 nconf->nc_semanti cs == NC_TPI _COTS_ORD) && Mysvc4 != NULL)
323 /* 389 (*Mysvcd) (fd, NULL, nconf, NFS4 SETPORT, &ntb->addr);
324 * Make non gl obal zone nfs4_call back port M.P
325 */ 391 *addr = &ntb->addr;
326 if (use_any && is_system|abel ed() && !gzone) { 392 netdir_free((void *)addrlist, ND_ADDRLI ST);
327 if (anonm p(fd) == -1) {
328 /* 394 if (strcnp(nconf->nc_proto, "tcp") == 0) {
329 * failing to set this option neans nfs4_cal |l back 395 /*
330 * could fail silently later. So fail it with 396 * Disable the Nagle al gorithmon TCP connections.
331 * with an error nessage now. 397 * Connections accepted fromthis listener will
332 */ 398 * inherit the |istener options.
333 sysl og(LOG_ERR, 399 */
334 "couldn’t set SO ANON _M.P option on transport");
335 (void) t_close(fd); 401 /* LI NTED poi nter alignnment */
336 return (-1); 402 opt = (struct opthdr *)reqbuf;
337 } 403 opt->l evel = | PPROTO TCP;
338 } 404 opt - >name = TCP_NCDELAY;
405 opt->len = sizeof (int);
340 if (nconf->nc_semantics == NC_TPI_CLTS)
341 tb.glen = 0; 407 /* LINTED pointer alignment */
342 el se 408 *(int *)((char *)opt + sizeof (*opt)) = 1;
343 tb. gl en = backl og;
410 req. flags = T_NEGOTI ATE;
345 /* LI NTED poi nter alignment */ 411 req.opt.len = sizeof (*opt) + opt->len;
346 ntb = (struct t_bind *)t_alloc(fd, T_BIND, T_ALL); 412 req.opt. buf = (char *)opt;
347 if (ntb == (struct t_bind *)NULL) { 413 resp.flags = 0;
348 sysl og(LOG ERR, "t_alloc failed: t_errno %, %7, t_errno); 414 resp. opt. buf = reqbuf;
349 (void) t_close(fd); 415 resp. opt. maxl en = sizeof (reqbuf);
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417 if (t_optngnt(fd, &eq, &esp) <0 ||
418 resp.flags != T_SUCCESS) ({
419 sysl og(LOG_ERR,
420 "couldn’t set NODELAY option for proto %: t_errno = %, %,
421 nconf->nc_proto, t_errno);
422 }
424 if (sndbufsz > 0)
425 (void) nfslib_set_sockbuf(fd, SO SNDBUF, sndbufsz);
426 if (rcvbufsz > 0)
427 (void) nfslib_set_sockbuf(fd, SO RCVBUF, rcvbufsz);
428 }
430 return (fd);
431 }
__unchanged_portion_omtted_
502 /*
503 * Called to set up service over a particular transport also
504 * set send and receive buffer size for transport connection.
480 * Called to set up service over a particular transport.
505 */
506 void
507 do_one setbuf(char *provider, NETSELDECL(proto), struct protob *protobpO,
508 int (*svc)(int, struct netbuf, struct netconfig *), int use_pnmap,
509 i nt sndbufsz int rcvbufsz)
483 do_one(char * prow der NETSELDECL ( proto), struct protob *protobpO,
484{ int (* svc)(lnt struct netbuf, struct netconfig *), int use_pmap)
510
511 regi ster int sock;
512 struct protob *protobp;
513 struct netbuf *retaddr;
514 struct netconfig *retnconf;
515 struct netbuf addrmask;
516 int vers;
517 int err;
518 int I;
520 if (provider)
521 sock = bind_to_provider(provider, protobp0->serv, &retaddr,
522 &retnconf, sndbufsz, rcvbufsz);
497 & et nconf);
523 el se
524 sock = bind_to_proto(proto, protobp0->serv, &retaddr,
525 & etnconf, sndbufsz, rcvbufsz);
500 &retnconf);
527 if (sock == -1) {
528 (voi d) sysl og(LOG ERR,
529 "Cannot establish % service over %: transport setup problem"
530 prot obpO->serv, provider ? provider : proto);
531 return;
532 }
534 if (set_addrmask(sock, retnconf, &addrnask) < 0) {
535 (voi d) sysl og(LOG_ERR,
536 "Cannot set address nmask for %", retnconf->nc_netid);
537 return;
538 }
540 /*
541 * Register all versions of the prograns in the protocol block |ist.
542 */
543 I = strlen(NC_UDP);
544 for (protobp = protobp0O; protobp; protobp = protobp->next) {
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545
546
547
548
549
550
551

553
554
555
556
557
558
559
560
561
562
563
564
565
566
567
568
569
570
571
572
573
574
575
576
577
578
579

581
582
583

585
586
587

589
590
591
592
593

595
596
597
598
599
600
601
602

604
605
606
607
608
609 }

for (vers = protobp->versmin; vers <= protobp->versnmax;
ver s++)
i f ((protobp->program == NFS_PROGRAM | |
pr ot obp- >pr ogram == NFS_ACL_PROGRAM) &&
vers == NFS_V4 &&
strncasecnp(retnconf->nc_proto, NC UDP, |) == 0)
conti nue;

if (use_pmap) {

Note that if we' re using a portmapper
instead of rpchbind then we can’t do an
unregi ster operation here.

The reason is that the portnmapper unset
operation renoves all the entries for a
gi ven prograni version regardel ss of
transport protocol.

*
*
*
*
*
*
*
*
*
*
* The caller of this routine needs to ensure
* that __pmap_unset() has been called for all
* prograniversion service pairs they plan
* to support before they start registering
* each progranfversion/protocol triplet.
*
(void) __pmap_set (protobp->program vers,
retnconf, retaddr);
} else {
(voi d) rpcb_unset (protobp->program vers,
retnconf);
(voi d) rpcb_set(protobp—>program vers,
retnconf, retaddr);

}

if (retnconf->nc_semantics == NC_TPI_CLTS) {
/* Don't drop core |f supporting nodul e(s) aren’t |oaded. */
(void) signal (SIGSYS, SIGIQN);

*

* svc() doesn’t block, it returns success or failure.
*/

if (svc == NULL && Mysvc4 != NULL)
err = (*Mysvcd) (sock, &addrmask, retnconf,
NFS4_SETPORT| NFS4_KRPC_START, retaddr);

el se
err = (*svc)(sock, addrnask, retnconf);
if (err <0)
(vol d) sysl og(LOG_ERR,
"Cannot establish % service over <file desc."
" %l, protocol %> : %n Exiting",
protobp0—>serv, sock, retnconf->nc_proto);
exit(1);
}
}
/*

* We successfully set up the server over this transport.
* Add this descriptor to the one being polled on.

*/

add_to_pol | _list(sock, retnconf);
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611 /*

612 * Set up the NFS service over all the available transports and

613 * also set send and receive buffer size for transport connection.
586 * Set up the NFS service over all the available transports.

614 * Returns -1 for failure, O for success.

615 */

616 int

617 do_al | _setbuf (struct protob *protobp,

618 int (*svc)(int, struct netbuf, struct netconfig *), int use_pnap,
619 int sndbufsz, int rcvbufsz)

590 do_al | (struct protob *protobp,

591 ( int (*svc)(int, struct netbuf, struct netconfig *), int use_pnap)
620

621 struct netconfig *nconf;

622 NCONF_HANDLE *nc;

623 int |;

625 if ((nc = setnetconfig()) == (NCONF_HANDLE *) NULL) {

626 sysl og(LOG ERR, "setnetconfig failed: %i);

627 return (-1);

628 }

629 I = strlen(NC_UDP);

630 while (nconf = getnetconfig(nc)) {

631 if ((nconf->nc_flag & NC_VI SIBLE) &&

632 strcnp(nconf->nc_protofmy, NC LOOPBACK) != 0 &&
633 OK_TPI _TYPE(nconf) &&

634 (protobp->program ! = NFS4_CALLBACK ||

635 strncasecnp(nconf->nc_proto, NC_UDP, |) != 0))
636 do_one_set buf (nconf - >nc_devi ce, nconf->nc_proto,
637 protobp, svc, use_pmap, sndbufsz, rcvbufsz);
608 do_one(nconf->nc_devi ce, nconf->nc_proto,

609 prot obp, svc, use_pmap);

638

639 (voi d) endnetconfig(nc);

640 return (0);

641 }

643 [ *

644 * Called to set up service over a particular transport.

645 */

646 void

647 do_one(char *provider, NETSELDECL(proto), struct protob *protobpO,
648 int (*svc)(int, struct netbuf, struct netconfig *), int use_pnap)
649 {

650 ) do_one_set buf (provi der, proto, protobp0, svc, use_pmap, 0, 0);
651

653 /*

654 * Set up the NFS service over all the available transports.

655 * Returns -1 for failure, O for success.

656 */

657 int

658 do_al | (struct protob *protobp,

659 ( int (*svc)(int, struct netbuf, struct netconfig *), int use_pnap)
660

661 return (do_all_setbuf(protobp, svc, use_pnap, 0, 0));

662 }

664 /*

665 * poll on the open transport descriptors for events and errors.

666 */

667 void

668 pol | _for_action(void)

669 {

670 int nfds;

671 int i;
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674
675
676
677
678
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683
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687
688
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695
696
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707

709
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714
715
716
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719
720
721
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723
724
725
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728

730
731
732
733
734
735
736
737

/*

* Keep polling until all transports have been cl osed. Wen this
* happens, we return.

*

while ((int)numfds > 0) {
nfds = poll(poll_array, numfds, INFTIM;
switch (nfds) {
case O:
conti nue;

case -1:

*
* Sonme errors frompoll could be
* due to tenporary conditions, and we try to
* be robust in the face of them O her
* errors (should never happen in theory)
* are fatal (eg. EINVAL, EFAULT).
*
/
switch (errno) {
case EINTR
conti nue;

case EAGAIN

case ENOVEM
(void) sleep(10);
conti nue;

defaul t:
(void) sysl og(LOG ERR
“poll failed: %m Exiting");
exit(1);
defaul t:

}

/*

* CGo through the poll list |ooking for events.
*

/

break;

for (i =0; i <numfds & nfds > 0; i++) {
if (poll_array[i].revents) {
nfds--;
/*

* W have a nessage, so try to read it.
* Record the error return in errno,

* so that syslog(LOG ERR, "...%d)

* dunps the corresponding error string.
*

if (conn_polled[i].nc.nc_semantics ==
NC TPl _CLTS) {
errno = do_poll _clts_action(
poll _array[i].fd, i);
} else {
errno = do_pol | _cots_action(
pol |l _array[i].fd, i);
}

if (errno ==
conti nue;

/*

* Most returned error codes nmean that there is

* fatal condition which we can only deal with

* by closing the transport.

*

/

if (errno !'= EAGAIN && errno != ENOVEM {



new usr/src/cnd/fs.d/nfs/lib/nfs_tbind.c 11

738
739
740
741
742
743

745
746
747
748
749

751
752
753 }

(void) syslog(LOG ERR,
"Error (%mn) reading descriptor %/ transport %. Cosing it.",
poll _array[i].fd,
conn_pol led[i].nc.nc_proto);
(void) t_close(poll_array[i].fd);
renmove_frompol |l _list(poll_array[i].fd);

} else if (errno == ENOVEM
(void) sleep(5);

}

(void) sysl og(LOG ERR,

"All transports have been closed with errors. Exiting.");

__unchanged_portion_omtted_

1627 static int
1628 bind_to_provider(char *provider, char *serv, struct netbuf **addr,

1629
1580
1630 {
1631
1632
1633

1635
1636

1638
1639
1640
1641
1642
1643
1644
1645
1646
1647
1598
1648
1649
1650

1652
1653
1654
1655 }

struct netconfig **retnconf, int sndbufsz, int rcvbufsz)
struct netconfig **retnconf)

struct netconfig *nconf;
NCONF_HANDLE *nc;
struct nd_hostserv hs;

hs. h_host
hs. h_serv

HOST_SELF;
serv_nane_t o_port_nanme(serv);

if ((nc = setnetconfig()) == (NCONF_HANDLE *) NULL) {
sysl og(LOG ERR, "setnetconfig failed: %f);
return (-1);

}
while (nconf = getnetconfig(nc)) {
if (OKTPI_TYPE(nconf) &&
strcnp(nconf->nc_device, provider) == 0) {
*retnconf = nconf;
return (nfslib_bindit(nconf, addr, &hs,
I'i sten_backl og, sndbufsz, rcvbufsz));
I'i sten_backl 0g));

}

(voi d) endnetconfig(nc);

sysl og(LOG ERR, "couldn't find netconfig entry for provider %",
provider);
return (-1);

1657 static int
1658 bind_t o_prot o( NETSELDECL(proto), char *serv, struct netbuf **addr,

1659
1610
1660 {
1661
1662
1663

1665
1666

1668
1669
1670
1671

struct netconfig **retnconf, int sndbufsz, int rcvbufsz)
struct netconfig **retnconf)

struct netconfig *nconf;
NCONF_HANDLE *nc = NULL;
struct nd_hostserv hs;

hs. h_host = HOST_SELF;
hs. h_serv = serv_nane_to_port_nanme(serv);

if ((nc = setnetconfig()) == (NCONF_HANDLE *)NULL) {
sysl og(LOG ERR, "setnetconfig failed: %i);
return (-1);

new

1672
1673
1674
1675
1676
1627
1677
1678
1679

1681
1682
1683
1684

usr/src/cnd/fs.d/nfs/lib/nfs_thind.c

while (nconf = getnetconfig(nc)) {
if (OKTPI_TYPE(nconf) && NETSELEQ nconf->nc_proto,
*retnconf = nconf;
return (nfslib_bindit(nconf, addr, S,
I'i sten_backl og, sndbufsz, rcvbufsz));
I'i sten_backl 0g));
) }
(voi d) endnetconfig(nc);
sysl og(LOG ERR, "couldn’t find netconfig entry for protocol
proto);
return (-1);
}

__unchanged_portion_onitted_

proto)) {

%"
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I T

/* Copyright (c) 1983, 1984, 1985, 1986, 1987, 1988, 1989 AT&T
/* Al Rights Reserved */

/*

* Portions of this source code were derived from Berkel ey 4.3 BSD

* under |icense fromthe Regents of the University of California.
*/

#pragna i dent " %Yo U % YE% SM "
/
Thi s nodul e provides the user |evel support for the NFSv4
call back program It is nodeled after nfsd. Wen a nfsv4
mount occurs, the mount command forks and the child runs
start_nfs4_callback. |If this is the first mount, then the
process W ll hang around listening for inconm ng connection
requests fromthe nfsv4 server.

For connection-less protocols, the krpc is started i nmediately.
For connection oriented protocols, the kernel nodule is inforned
of netid and universal address that it can give this

/i nformation to the server during setclientid.

B T N

#i ncl ude <sys/param h>

#i ncl ude <sys/types. h>

#i ncl ude <sysl og. h>

#i ncl ude <tiuser.h>

#i ncl ude <rpc/rpc. h>

#i ncl ude <errno. h>

#i ncl ude <thread. h>

#i ncl ude <sys/resource. h>
#i ncl ude <sys/file.h>

#i ncl ude <nfs/nfs.h>

*/
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118

120
121
122
123

#i ncl ude <nfs/nfssys. h>

#i ncl ude <stdio. h>

#i ncl ude <stdlib. h>

#i ncl ude <netconfig. h>

#incl ude <netdir.h>

#i ncl ude <string. h>

#i ncl ude <uni std. h>

#include <stropts. h>

#i ncl ude <sys/tihdr. h>

#i ncl ude <netinet/tcp. h>

#i ncl ude "nfs_tbind. h"

#i ncl ude "thrpool . h"

#i ncl ude <rpcsvc/ nfs4_prot. h>
#i ncl ude <netdb. h>

#i ncl ude <signal . h>

#i ncl ude <strings. h>

#include <priv_utils.h>

#i ncl ude <rpcsvc/ daenon_utils. h>
static int nfs4svc(int, struct netbuf *, struct netconfig *, int
struct netbuf *)

extern int _nfssys(int, voi d *)s

static char * MyNane;

/*

* The following are all globals used by routines in nfs_tbind.c.

*/

size_t end_listen_fds; /* used by conn_cl ose_ol dest() */

size_t numfds = O; /* used by multiple routines */

i nt i sten_backl og = 32; /* used by bind_to_{provider,proto}() */

int num servers; /* used by cots_listen_event() */

int (*Mysvc) (int, struct netbuf, struct netconfig *) = NULL;
/* used by cots_listen_event() */

int max_conns_al l owed = -1; /* used by cots_listen_event() */

int

main(int argc, char *argv[])

int pid;

int i;

struct protob *protobp;

struct flock f;

pid_t pi;

struct svcpool _args cb_svcpool ;

MyName = "nf s4cbd";
Mysvc4 = nfsdsvc;

#i f ndef DEBUG

/*
* Close existing file descriptors, open "/dev/null" as
* standard input, output, and error, and detach from
* controlling termnal.
*/

cl osefrom(0);

(void) open("/dev/null",

(void) open("/dev/null",

(void) dup(1l);

(void) setsid();

O _RDONLY) ;
O WRONLY) ;

#endi f

/*

* create a child to continue our work

* Parent’s exit will tell mount command we're ready to go
*/
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156
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160
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168
169
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172
173
174

176
177
178
179
180

182
183
184
185
186
187
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189

if ((pi fork()) > 0) {
exit(0)
}
if (pi ==-1) {
(voi d) sysl og(LOG ERR,
"Coul d not start NFS4_CALLBACK service");
) exit(1);

(void) _create_daenon_| ock( NFS4CBD, DAEMON Ul D, DAEMON G D);
svecsetprio();

if (__init_daenon_priv(PU RESETGROUPS| PU_CLEARLI M TSET,
DAEMON_U D, DAEMON_G D, PRIV_SYS NFS, (char *)NULL) == -
(voi d) fprlntf(stderr "% nust be run with sufficient"”
" privileges\n", argv[0]);
exit(1);
}
/* Basic privileges we don’t need, renove fromE/ P. */
__fini _daenon_priv(PRI V_PROC _EXEC, PRIV_PROC_FORK, PRI V_FILE_LI NK_ANY,
PRI'V_PROC_SESSI ON, PRI V_PROC | NFO, (char *)NULL);

*

* establish our lock on the lock file and wite our pid toit.
* exit if sone other process holds the lock, or if there' s any
* error in witing/locking the file.

*/

pid = _enter_daenon_| ock( NFS4CBD) ;
SW tch (pid) {

case
br eak;
case -1:
sysl og(LOG ERR, "error locking for %: %", NFS4CBD,
strerror(errno));
exit(2);
defaul t:
/* daenon was al ready running */
exit(0);
}

openl og( MyNane, LOG PID | LOG NDELAY, LOG DAEMON);

cb_svcpool .id = NFS_CB_SVCPOOL_I D;
cb_svcpool . maxt hreads = 0;
cb_svcpool .redline = 0;

cb_svcpool . gsize =
cb_svcpool . ti neout
cb_svcpool . stksi ze
cb_svcpool . max_sane xprt = 0;

’

o

/* create a SVC POOL for the nfsv4 call back deanon */
if (_nfssys(SVCPOOL_CREATE, &cb_svcpool)) {

(void) syslog(LOG ERR, "can't setup NFS_CB SVCPOOL: Exiting");

exit(1);
}

/*
* Set up blocked thread to do LWP creation on behalf of the kernel.
*/

if (svewait(NFS_CB_SVCPOOL_ID)) {
(voi d) syslog(LOG ERR
"Can't set up NFS_CB LWP creator: Exiting");
exit(1);
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193
194
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202
203
204

208
209
210
211
212

214
215
216
217
218

220
221
222
223

224 }
__unchanged_portion_onitted_

| *

* Build a protocol
*/

protobp =

bl ock list for registration.

(struct pr ot ob *)rralloc(5|zeof (struct protob));

prot obp->serv = "NFS4_CALLBACK";

prot obp->versmn =
pr ot obp- >ver smax =
pr ot obp- >program =

NFS_CB;
NFS_CB;
NFSA_CALLBACK;

prot obp- >next = NULL;

if (do_ aII(protobp,
(1);

exit

}
free(protobp);
if (numfds == 0)

NULL, 0) == -1) {

{
(voi d) syslog(LOG ERR,
"Coul d not start NFS4_CALLBACK service for any protocol");

exit(1);
}

end_listen_fds = num fds;
/*

* Poll for non-data control events on the transport descriptors.

*/

pol | _for_action();
/*

* If we get here,

*

return (1);

sonething failed in poll_for_action().
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21/

22 Copyright 2009 Sun Mcrosystens, Inc. Al rights reserved.

23 Use is subject to license terms.

24 */

26 /* Copyright (c) 1984, 1986, 1987, 1988, 1989 AT&T */
27 | * Al Rights Reserved */

29 /

30 Uni versity Copyright- Copyright (c) 1982, 1986, 1988

31 The Regents of the University of California

Al Rights Reserved

Uni versity Acknow edgnent- Portions of this docunent are derived from
software devel oped by the University of California, Berkeley, and its
contributors.

w
w
R

39 /* LINTLI BRARY */
/* PROTOLIB1 */

42 | * NFS server */

44 #i ncl ude <sys/param h>
45 #incl ude <sys/types. h>
46 #include <sys/stat.h>

47 #incl ude <sysl og. h>

48 #include <tiuser.h>

49 #include <rpc/rpc. h>

50 #include <errno. h>

51 #include <thread. h>

52 #include <sys/resource. h>
53 #include <sys/tinme. h>

54 #include <sys/file.h>

55 #include <nfs/nfs.h>

56 #include <nfs/nfs_acl.h>
57 #include <nfs/nfssys. h>
58 #incl ude <stdio. h>

59 #include <stdio_ext.h>
60 #include <stdlib. h>
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#i ncl ude <signal . h>

#i ncl ude <netconfig. h>

#i ncl ude <netdir. h>

#i ncl ude <string. h>

#i ncl ude <uni std. h>

#i ncl ude <stropts. h>

#i ncl ude <sys/tihdr. h>

#incl ude <sys/wait.h>

#i ncl ude <pol|.h>

#i nclude <priv_utils.h>

#i ncl ude <sys/tiuser.h>

#i ncl ude <netinet/tcp. h>
#include <deflt.h>

#i ncl ude <rpcsvc/ daenon_utils. h>
#i ncl ude <rpcsvce/ nfs4_prot. h>
#i ncl ude <libnvpair. h>

#i ncl ude "nfs_tbind. h"

#i ncl ude "thrpool.h

80 /* quiesce requests will be ignored if nfs_server_vers_max < QU ESCE_VERSM N */
81 #deflne QUI ESCE_VERSM N 4

82 /* DSS: distributed stable storage */

83 #deflne DSS_VERSM N

85 static int nfssvec(int, struct netbuf, struct netconfig *)

86 static int nf ssvcpool (i nt nmaxservers)

87 static int dss_init(uint_t npaths, char **pathnanes)

88 static void dss_nkl eaf di rs(uint _t npaths, char **pathnanes)

89 static void dss_nkl eafdir(char *dir, char *leaf, char *path)

90 static void usage(voi d);

91 int qstrcnp(const void *sl1, const void *s2)

93 extern int _nfssys(int, void *)

95 extern int daenoni ze_i nit(voi d);

96 extern void daenoni ze_fini (int fd)

98 /* signal handlers */

99 static void sigflush(int)

100 static void quiesce(int);

102 static char * My Nanme

103 static NETSELDECL(defaul tproviders)[] = { " /dev/tcpﬁ "/dev/tcp", "/dev/udp",
104 "/ dev/ udp6”, NULL };

105 /* static NETSELDECL (def aul t protos)[] = { NC_ UDP NC_TCP, NULL }; */
106 /*

107 * The following are all globals used by routines in nfs_tbind.c.

108 */

109 size_t end_listen_fds; /* used by conn_cl ose_ol dest() */

110 size_t numfds = 0; /* used by nultiple routines */

111 int |i sten_backl og = 32; /* used by bind_to_{provider, proto}() *
112 int num servers; /* used by cots_listen event() */

113 int (*Mysve) (int, struct netbuf, struct netconfig *) = nfssvc;
114 /* used by cots_listen_event() */

115 int max_conns_al l owed = -1; /* used by cots_listen_event() */

117 /*

118 * Keep track of mn/max versions of NFS protocol to be started

119 * Start with the defaults (mn == 2, max == W have the

120 * capability of starting vers=4 but only if the user requests it

121 */

122 int nfs_server_vers_mn = NFS_VERSM N_DEFAULT

123 int nfs_server_vers_max = NFS_VERSVAX_DEFAULT

125 /*

126 * Set the default for server del egation enabl enent and set per
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127 * J/etc/default/nfs configuration (if present).
128 */

129 int nfs_server_del egati on = NFS_SERVER DELEGATI ON_DEFAULT;

131 /*

132 * Default values for TCP send and receive buffer size of NFS server
133 * connections.

134 *

135 * These val ues can be tuned by user via /etc/default/nfs configuration
136 * file by setting NFS _SERVER SNDBUFSZ and NFS_SERVER RCVBUFSZ.

137 *

138 * To force NFS connections to use systemw de default for TCP send and
139 * receive buffer, set NFS_SERVER SNDBUFSZ and NFS_SERVER RCVBUFSZ to 0.
140 */

141 int nfs_server_sndbufsz = 1048576;

142 |nt nfs_server_rcvbufsz = 1048576;

144 int

145 mai n(int ac, char *av[])

146 {

147 char *dir ="/";

148 int aIIfIag—O

149 int df _allflag =

150 int opt_cnt = 0;

151 int maxservers = 1; /* zero allows inifinte nunber of threads */
152 int maxservers_set = 0;

153 int |ogmaxservers = 0;

154 int pid;

155 int 1, bufsz;

142 int i;

156 char *provider = (char *) NULL;

157 char *df _provider = (char *)NULL;

158 struct protob protopr *pr ot obp;

159 NETSELDECL(proto) = NUL

160 NETSELDECL(df _proto) = NULL;

161 NETSELPDECL ( pr ovi der p) ;

162 char *defval;

163 bool ean_t can_do_m p;

164 uint_t dss_npaths = 0;

165 char **dss_pat hnanes = NULL;

166 sigset _t sgset;

168 int pipe_fd = -1;

170 MyName = *av;

172 /*

173 * Initializations that require nore privileges than we need to run.
174 */

175 (void) _create_daenon_| ock(NFSD, DAEMON U D, DAEMON G D);
176 svecsetprio();

178 can_do_m p = priv_ineffect (PRI V_NET_BI NDMLP) ;

179 if (__init_daenon_priv(PU RESETGROUPS| PU_ CLEARLI M TSET,

180 DAEMON_UI D, DAEMON_G D, PRI V_SYS_NFS,

181 can_do_m p ? PRIV NET_BINDM.P : NULL, NULL) == -1) {

182 “(void) fprintf(stderr, "% shoul d be run with"

183 " sufficient pri vil eges\n", av[0]);

184 exit(1);

185 }

187 (voi d) enabl e_extended_FILE_ stdio(-1, -1);

189 /*

190 * Read in the values fromconfig file first before we check

191 * command |ine options so the options override the file.
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192 */

193 if ((defopen( NFSADM N)) == 0) {

194 if ((defval = defread("NFSD_MAX_CONNECTI ONS=")) != NULL) {
195 errno = 0;

196 max_conns_al | owed = strtol (defval, (char **)NULL, 10);
197 if (errno != 0)

198 max_conns_al | owed = -1;

199 }

200

201 if ((defval = defread("NFSD LI STEN BACKLOG=")) != NULL) {
202 errno = 0;

203 i sten_backl og = strtol (defval, (char **)NULL, 10);
204 if (errno !'=0)

205 i sten_backl og = 32;

206 }

207 }

208 if ((defval = defread("NFSD_PROTOCOL=")) != NULL) {

209 df _proto = strdup(defval);

210 opt _cnt ++;

211 if (strncasecnp("ALL", defval, 3) == 0) {

212 free(df _proto);

213 df _proto = NULL;

214 df _allflag = 1;

215 }

216 }

217 if ((defval = defread("NFSD_DEVI CE=")) != NULL) {

218 df_prOV| der = strdup(defval);

219 opt _cnt ++;

220 }

221 if ((defval = defread("NFSD_SERVERS=")) != NULL) {

222 errno = 0;

223 maxservers = strtol (defval, (char **)NULL, 10);
224 if (errno !=0)

225 maxservers = 1,

226 } else {

227 maxservers_set = 1;

228 }

229 }

230 if ((defval = defread("NFS_SERVER VERSM N=")) != NULL) {
231 errno = 0;

232 nfs_server_vers_mn =

233 “strtol (defval, (char **)NULL, 10);

234 if (errno !'=0)

235 nfs_server_vers_m n = NFS_VERSM N_DEFAULT,;
236 }

237 }

238 if ((defval = defread("NFS_SERVER VERSMAX=")) != NULL) {
239 errno = 0;

240 nfs_server_vers_max =

241 “strtol (defval, (char **)NULL, 10);

242 if (errno I'=0)

243 nfs_server_vers_max = NFS_VERSVAX_DEFAULT,;
244 }

245 }

246 if ((defval = defread("NFS SERVER_DELEGATI ON=")) !'= NULL) {
247 if (strcrrp(defval "of f") ==

248 nfs_server_del egati on = FALSE;

249 }

250 }

251 if ((defval = defread("NFS_SERVER SNDBUFSZ=")) != NULL) {
252 errno = 0;

253 bufsz = strtol (defval, (char **)NULL, 10);

254 if (errno == 0)

255 nfs_server_sndbufsz = bufsz;

256 1

257 1f ((defval = defread("NFS_SERVER RCVBUFSZ=")) != NULL) {
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}

errno = 0;
bufsz = strtol (defval, (char **)NULL, 10);
if (errno ==

nfs_server_rcvbufsz = bufsz;

/* close defaults file */
def open(NULL) ;

}

/*
* Conflict opti
*/

if (opt_cnt > 1)
(void) fprintf(stderr,

ons error nessages.

"\'nConflicting options, only one of

"the follow ng options can be specified\n"

"in

" NFSADM N ":\n"

"\t NFSD_PROTOCOL=ALL\ n"
"\t NFSD_PROTOCOL=pr ot ocol \ n"
"\t NFSD_DEVI CE=devi ce\ n\n");

usage();

}
opt_cnt = 0;

whil e ((| = getopt (ac, av, "ac:p:s:t:l:")) != EOF) {
tch (1) {

case 'a':

case

case

*
* DSS:
*
* This
*
*/

p’:

free(df_proto);

df _proto = NULL;
free(df _provi der)
df _provi der = NULL;

allflag = 1;
opt _cnt ++;
break;

c !

max_conns_al | owed = atoi (optarg);
break;

proto = optarg;
df _allflag = 0
opt _cnt ++;

br eak;

NFSv4 distributed stabl e storage.

is a Contracted Project Private interface, for

the sole use of Sun Custer HA-NFS. See PSARC/ 2006/ 313.

case 's’:

if (strlen(optarg) < MAXPATHLEN) {
/* first "-s" option encountered? */
if (dss_pathnames == NULL) {
/*

* Al'locate maxi mum possi bl e space
* required given cndline arg count;
* "-s <path>" consumes two args.

*/

size_t sz = (ac / 2) * sizeof (char *);

dss_pat hnanmes = (char **)malloc(sz);
if (dss_pathnames == NULL)
(void) fprintf(stderr, "%:

"dss paths nalloc failed\n",
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385
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388
389

av[0]);
exit(1);

}
(voi d) nenset (dss_pat hnanmes, 0, sz);

dss_pat hnanes[ dss_npat hs] = opt
dss_npat hs++;
} else {
(voi d) fprintf(stderr,
®: -s pathnanme too long.\

br eak;
case 't’:

provi der = optarg;
df _allflag = 0;

opt _cnt ++;
break;
case 'l
|'i sten_backl og = atoi (optarg);
br eak;
case '?:
usage();
/* NOTREACHED */
}
}
allflag = df _allflag;

if (proto == NULL)
proto = df _proto;
if (provider == NULL)
provi der = df _provider;

*

* Conflict options error nessages.
*/

if (opt_cnt > 1) {
(v0|d) fpnntf(stderr "\'nConflicting options,
e follow ng options can be specified\n"

on the command |ine:\n"
“\t-a\n"
"\t-p protocol\n"
"\t-t transport\n\n");

usage();

}

if (proto !'= NULL &&
strncasecnp(proto, NC_UDP, strIen(NC UDP)) == 0) {
if (nfs_server_vers_max == NFS_V.
if (nfs_server_vers_min == NFS_V4) {
fprintf(stderr,

arg;

n", av[0]);

only one of

"NFS version 4 is not supported "

"with the UDP protocol.
exit(3);
} else {
fprintf(stderr,

Exi ting\n");

"NFS version 4 is not supported "
"with the UDP protocol.\n");

}
/*

* |f there is exactly one nore argunment, it is the nunber of
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390 * servers. 456 fprintf(stderr, "error locking for %: %", NFSD,
391 */ 457 strerror(errno));
392 if (optind == ac - 1) { 458 exit(2);
393 maxservers = atoi (av[optind]); 459 defaul t:
394 maxservers_set = 1; 460 /* daenon was al ready running */
395 } 461 exit(0);
396 /* 462 }
397 * |f there are two or nore argunents, then this is a usage error.
398 */ 464 /*
399 else if (optind < ac - 1) 465 * |f we’ve been given a list of paths to be used for distributed
400 usage(); 466 * stable storage, and provided we're going to run a version
401 I* 467 * that supports it, setup the DSS paths.
402 * Check the ranges for mn/max version specified 468 */
403 */ 469 if (dss_pathnames != NULL && nfs_server_vers_nmax >= DSS VERSM N) {
404 else if ((nfs_server_vers_mn > nfs_server_vers_max) || 470 1f (dss_init(dss_npaths, dss_pathnanes) != 0)
405 (nfs_server_vers_mn < NFS_VERSM N) || 471 fprintf(stderr, "%", "dss_init failed. Exiting.");
406 (nfs_server_vers_max > NFS_VERSMAX)) 472 exit(1);
407 usage(); 473 }
408 I* 474 }
409 * There are no additional argunents, and we haven't set maxservers
410 * explicitly via the config file, we use a default nunber of 476 /*
411 * servers. We will log this. 477 * Block all signals till we spawn other
412 */ 478 * threads.
413 else if (maxservers_set == 0) 479 */
414 | ognexservers = 1; 480 (void) sigfillset(&sgset);
481 (void) thr_sigsetmask(SI G BLOCK, &sgset, NULL);
416 /*
417 * Basic Sanity checks on options 483 if (logmaxservers) {
418 * 484 fprintf(stderr,
419 * max_conns_al | oned nmust be positive, except for the special 485 "Nunber of servers not specified. Using default of %l. ",
420 * value of -1 which is used internally to mean unlimted, -1 isn't 486 nmaxservers);
421 * docunented but we allow it anyway. 487 }
422 *
423 * maxservers nust be positive 489 /*
424 * |isten_backl og nust be positive or zero 490 * Make sure to unregister any previous versions in case the
425 */ 491 * user is reconfiguring the server in interesting ways.
426 if (((max_conns_allowed != -1) && (nmax_conns_allowed <= 0)) || 492 */
427 (l'isten_backlog < 0) || (maxservers <= 0)) { 493 svc_unr eg( NFS_PROGRAM NFS_VERSI ON) ;
428 usage(); 494 svc_unr eg( NFS_PROGRAM NFS_V3);
429 1 495 svc_unr eg( NFS_PROGRAM NFS_V4) ;
496 svc_unreg( NFS_ACL_PROGRAM NFS_ACL_V2);
431 /* 497 svc_unr eg( NFS_ACL_PROGRAM NFS_ACL_V3);
432 * Set current dir to server root
433 */ 499 I*
434 if (chdir(dir) <0) { 500 * Set up kernel RPC thread pool for the NFS server.
435 (void) fprintf(stderr, "%: ", M/Nane); 501 */
436 perror(dir); 502 if (nfssvcpool (maxservers))
437 exit(1); 503 fprintf(stderr, "Can't set up kernel NFS service: %. Exiting",
438 } 504 strerror(errno));
505 exit(1);
440 #ifndef DEBUG 506 }
441 pi pe_fd = daenoni ze_init();
442 #endi f 508 /*
509 * Set up blocked thread to do LWP creation on behal f of the kernel.
444 openl og( MyNarre, LOG PID | LOG NDELAY, LOG DAEMON); 510 */
511 if (svewait(NFS_SVCPOOL_I D))
446 I* 512 fprintf(stderr, "Can't set up NFS pool creator: %. Exiting",
447 * establish our lock on the lock file and wite our pid toit. 513 strerror(errno));
448 * exit if some other process holds the lock, or if there' s any 514 exit(1);
449 * error in witing/locking the file. 515 }
450 */
451 pid = _enter_daenon_| ock(NFSD); 517 I*
452 switch (pid) { 518 * RDVA start and stop thread.
453 case O: 519 * Per pool RDMA |istener creation and
454 br eak; 520 * destructor thread.
455 case -1: 521 *
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* start rdma services and bl ock in the kernel.
* (only if proto or provider is not set to TCP or UDP)

|f ((proto == NULL) && (provider == NULL))
if (svcrdna(NFS SVCPOOL_ ID nfs_server_vers_mn,
nfs_server_vers_max, nfs_server_delegati on)) {
fprintf(stderr,
"Can't set up RDVA creator thread : %",
strerror(errno));

}
}
/*
* Now open up for signal delivery
*/

(void) thr_sigsetmask(SI G UNBLOCK, &sgset, NULL);
si gset (SI GTERM si gf | ush);
si gset (SI GUSR1, qui esce);

*

* Build a protocol block Iist for registration.
*/

prot obp0 =
pr ot obp->serv =
pr ot obp->versmn
pr ot obp- >ver smax
pr ot obp- >pr ogram

pr otobp

(struct protob *)mall oc(sizeof (struct protob));

nf s_server_vers_nin;
nfs_server_vers_nax;
NFS_PROGRAM

prot obp->next = (struct protob *)nmalloc(sizeof (struct protob));

protobp = prot obp— >next ;

prot obp->serv = NFS ACL"

protobp->versnin = nfs server _vers_mn;

/* XXX - this needs work to get the version just right */

prot obp->versmax = (nfs_server_vers_nmax > NFS_ACL_V3) ?
NFS_ACL_V3 : nfs_server_vers_max;

pr ot obp- >program = NFS_ACL_PROGRAM

prot obp->next = (struct protob *)NULL;

/* not used */

if (allflag) {
if (do_all_setbuf(protobp0, nfssvc, 0, nfs_server_sndbufsz,
nfs_server_rcvbufsz) == -1
if (do_all (protobp0O, nfssvc, 0) == -1)
fprintf(stderr, "setnetconfig failed : %",
strerror(errno));
exit(1);

}
} elseif (proto) {

/* there’s nore than one natch for the same protocol */

struct netconfig *nconf;

NCONF_HANDLE *nc;

bool _t protoFound = FALSE;

if ((nc = setnetconflg()) == (NCONF_HANDLE *) NULL) {
fprintf(stderr, setnetconfigfailed s,

strerror(errno));

got o done;

while (nconf = getnetconfig(nc)) {
if (strcnp(nconf->nc_proto, proto) == 0) {
prot oFound = TRUE;
do_one_set buf (nconf - >nc_devi ce, NULL,
prot obp0, nfssvc, O,

nfs_server_sndbufsz, nfs_server_rcvbufsz);

do_one(nconf->nc_devi ce, NULL,
prot obp0, nfssvc, 0);
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585 }

586 (voi d) endnetconfig(nc);

587 if (protoFound == FALSE) {

588 fprintf(stderr,

589 "couldn’t find netconfig entry for protocol %",
590 proto);

591 }

592 } else if (provider)

593 do_one_set buf (provi der, proto, protobp0, nfssvc, O,

594 nfs_server_sndbuf sz, nfs_server_rcvbufsz);

566 do_one(provider, proto, protobpO, nfssvc, 0);

595 el se {

596 for (providerp = defaul tproviders;

597 *providerp !'= NULL; providerp++) {

598 provi der = *provi derp;

599 do_one_set buf (provi der, NULL, protobp0, nfssvc, O,
600 nfs_server_sndbufsz, nfs_server_rcvbufsz);
571 do_one(provider, NULL, protobp0O, nfssvc, 0);

601 }

602

603 done:

605 free(protobp);

606 free(protobp0);

608 if (numfds == 0) {

609 fpri ntf(stderr, "Coul d not start NFS service for any protocol."
610 Exiting");

611 exit(1);

612 }

614 end_listen_fds = num fds;

616 /*

617 * nfsd is up and running as far as we are concerned.

618 *

619 daenoni ze_fi ni (pi pe_fd);

621 /*

622 * CGet rid of unneeded privil eges.

623 */

624 __fini_daermon_pri v(PRI V_PROC FORK, PRIV_PROC EXEC, PRI V_PROC_SESSI ON,
625 PRI'V_FI LE_LI NK_ANY, “PRI V_PROC | NFO, ~(char *)NULL);

627 *

628 * Poll for non-data control events on the transport descriptors.
629 */

630 pol | _for_action();

632 /*

633 * |f we get here, something failed in poll_for_action().

634 */

635 return (1);

636 }

__unchanged_portion_omtted_
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CDDL HEADER START

The contents of this file are subject to the terms of the
Common Devel opment and Distribution License (the "License").
You may not use this file except in conpliance with the License.

You can obtain a copy of the |icense at usr/src/ OPENSOLARI S. LI CENSE
or http://ww. opensol aris.org/os/licensing.

See the License for the specific |anguage governing pernissions

and linmtations under the License.

When distributing Covered Code, include this CDDL HEADER i n each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

If applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy]l [nane of copyright owner]

CDDL HEADER END

Copyright 2009 Sun Mcrosystens, Inc. Al rights reserved.
Use is subject to license terms.
/

Copyright (c) 1983 1984, 1985, 1986, 1987, 1988, 1989 AT&T
Al Rights Reser ved

Portions of this source code were derived from Berkel ey 4.3 BSD
under license fromthe Regents of the University of California.
/

I npl enents a kernel based, client side RPC over Connection Oiented
Transports (COTS).
/

Much of this file has been re-witten to | et NFS work better over slow
transports. A description follows.

One of the annoying things about KRPC/COTS is that it will tenporarily
create nore than one connection between a client and server. This
happens because when a connection is made, the end-points entry in the
linked Iist of connections (headed by cm hd) is removed so that other
threads don't mess with it. Went ahead and bit the bull et by keepi ng
the endpoint on the connection list and introducing state bits,
condition variables etc. to the connection entry data structure (struct
cmxprt).

Here is a sunmary of the changes to cmxprt:

x_ctime is the timestanp of when the endpoint was |ast
connected or disconnected. If an end-point is ever disconnected
or re-connected, then any outstandi ng RPC request is presuned
lost, telling clnt_cots_kcallit that it needs to re-send the

B T I S S
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request,
arrive.

not just wait for the original request’s reply to

x_thread flag which tells us if a thread is doing a connection attenpt.
x_waitdis flag which tells us we are waiting a di sconnect ACK.

x_needdis flag which tells us we need to send a T_DI SCONN_REQ
to kill the connection.

x_needrel flag which tells us we need to send a T_ORDREL_REQ to
gracefully close the connecti on.

#defined bitmasks for the all the b_* bits so that nore
efficient (and at tines |ess clunsy) masks can be used to
mani pul ated state in cases where nultiple bits have to
set/cl eared/ checked in the same critical section.

x_conn_cv and x_dis-_cv are new condition variables to |let
threads knows when the connection attenpt is done, and to |et
the connecting thread know when the di sconnect handshake is
done.

Added the CONN_HOLD() nacro so that all reference holds have the sane
| ook and feel.

In the private (cku_private) portion of the client handle,

cku_flags replaces the cku_sent a bool ean. cku_flags keeps
track of whether a request as been sent, and whether the
client’s handles call record is on the dispatch list (so that
the reply can be matched by XID to the right client handle).
The idea of CKU ONQUEUE is that we can exit clnt_cots_kcallit()
and still have the response find the right client handle so
that the retry of CLNT_CALL() gets the result. Testing, found
situations where if the tineout was increased, performance
degraded. This was due to us hitting a w ndow where the thread
was back in rfscall () (probably printing server not responding)
whil e the response canme back but no place to put it.

cku_ctinme is just a cache of x_ctine. If they match,
clnt_cots_kcallit() won't to send a retry (unless the maxi mum
receive count limt as been reached). If the don’'t match, then
we assune the request has been lost, and a retry of the request
i s needed.

cku_recv_attenpts counts the nunber of receive count attenpts
after one try is sent on the wire.

Added the clnt_delay() routine so that interruptible and
noni nterrupti bl e del ays are possible.

CLNT_M N_TI MEQUT has been bunped to 10 seconds from 3. This is used to
control how long the client delays before returned after getting
ECONNREFUSED. At 3 seconds, 8 client threads per nmount really does bash
a server that may be booting and not yet started nfsd.

CLNT_MAXRECV_W THOUT_RETRY is a new nmacro (value of 3) (with a tunable)
Why don’t we just wait forever (receive an infinite # of tines)?
Because the server may have rebooted. Mre insidious is that sone
servers (ours) will drop NFS/ TCP requests in sonme cases. This is bad,
but it is areality.

The case of a server doing orderly release really nmesses up the
client’s recovery, especially if the server’s TCP i nplenentation is
buggy. It was found was that the kRPC/ COTS client was breaking sone
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#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i

#i
#i

#i
#i
#i
#i
#i

B I T TN
-~

TPl rules, such as not waiting for the acknow edgenent of a
T_DI SCON REQ (hence the added case statenents T_ERROR ACK, T_OK ACK and
T_DI SCON_REQ i n cl nt_dispatch_notifyall()).

One of things that we've seen is that a kRPC TCP endpoi nt goes into
TIMEWAIT and a thus a reconnect takes a long tinme to satisfy because
that the TIMEWAIT state takes a while to finish. |If a server sends a
T_ORDREL_IND, there is little point in an RPC client doing a
T_ORDREL_REQ, because the RPC request isn't going to make it (the
server is saying that it won't accept any nore data). So kRPC was
changed to send a T_DI SCON_REQ when we get a T_ORDREL_IND. So now the
connection skips the TIMEWAIT state and goes straight to a bound state
that kRPC can quickly switch to connected.

Code that issues TPl request nust use waitforack() to wait for the
correspondi ng ack (assuming there is one) in any future nodifications.
This works around problens that may be introduced by breaking TPl rules
(by submtting new calls before earlier requests have been acked) in the
case of a signal or other early return. waitforack() depends on
clnt_dispatch_notifyconn() to issue the wakeup when the ack

arrives, so adding new TPl calls may require correspondi ng changes

to clnt_dispatch_notifyconn(). Presently, the tinmeout period is based on
CLNT_M N_TI MEQUT which is 10 seconds. If you nodify this value, be sure
not to set it too lowor TPl ACKS will be |ost.

ncl ude <sys/param h>
ncl ude <sys/types. h>
ncl ude <sys/user.h>
ncl ude <sys/systm h>
ncl ude <sys/sysmacros. h>
ncl ude <sys/proc. h>
ncl ude <sys/socket. h>
ncl ude <sys/file.h>
ncl ude <sys/stream h>
ncl ude <sys/strsubr.h>
ncl ude <sys/stropts. h>
ncl ude <sys/strsun. h>
ncl ude <sys/tinod. h>
ncl ude <sys/tiuser.h>
ncl ude <sys/tihdr.h>
ncl ude <sys/t_kuser. h>
ncl ude <sys/fcntl.h>
ncl ude <sys/errno. h>
ncl ude <sys/kmem h>
ncl ude <sys/debug. h>
ncl ude <sys/systm h>
ncl ude <sys/kstat.h>
ncl ude <sys/t_| ock. h>
ncl ude <sys/ddi . h>

ncl ude <sys/cmm_err. h>
ncl ude <sys/tinme. h>
ncl ude <sys/isa_defs. h>
ncl ude <sys/callb. h>
ncl ude <sys/sunddi . h>
ncl ude <sys/atom c. h>
ncl ude <sys/sdt. h>

ncl ude <netinet/in.h>
ncl ude <netinet/tcp. h>

ncl ude <rpc/types. h>
ncl ude <rpc/xdr. h>

ncl ude <rpc/auth. h>

ncl ude <rpc/clnt.h>
ncl ude <rpc/rpc_nsg. h>
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210

213
214
215
216
217
218
219
220
221
222
223
224
225
226
227

229
230
231
232

234
235
236

240

242
243

245
246
247

249
250
251
252

254
255
256
257
258

#i ncl ude <nfs/nfs.h>
#defi ne COTS_DEFAULT_ALLOCSI ZE 2048

#define WRE_HDR SI ZE 20
#define MSG_OFFSET 128

const char *kinet_ntop6(uchar_t *,

/* serialized call
/* of fset

char *,

of call

header,

size_t);

sans proc number */
into the nblk *

static int clnt_cots_ksettimers(CLIENT *, struct rpc_tiners *,
struct rpc_tinmers *, int, void(*)(int, int, caddr_t), caddr_t, uint32_t);
static enum cl nt_stat clnt_cots_kcal lit(CLIENT *, rpcproc_t, xdrproc_t,
caddr _t, xdrproc_t, caddr_t, struct tinmeval);
static void cl nt cots kabort(CLI ENT *);
static void clnt _cots kerror(CLIENT *, struct rpc_err *);
static bool _t clnt _cots_kfreeres(CLI ENT *, xdrproc_t, caddr_t);

static void
static bool _t

cl nt_cots_kdestroy(CLI ENT *);
clnt_cots_kcontrol (CLI ENT *,

int, char *);

/* List of transports managed by the connection manager. */

struct cmxprt
TI USER
queue_t
cl ock_t _
clock_t x_ctine;
int X_tidu_size;
uni on {
struct {
unsi gned i nt
_BIT_FIELDS_HTOL
b_cT 03| ng:

#i f def

b_connect ed:

b_ordrel:
b_t hread:
b_wai tdis:
b_needdi s:

b_needrel :
b_early_disc:

PR RPRRPR RRRR

b_pad:

)
N

#endi f

#ifdef _BIT_FIELDS_LTOH

b_pad:

)
N

b_early_disc:

b_needrel :

b_needdi s:
b_wai tdis:
b_thread:
b_ordrel:

b_connect ed:
b_dooned:
b_dead:

b_cl osi ng:

RPRRPR RPRPRR B R

#endi f

~——— ———

—~———

* ok % ok

* ok

* ok * ok

transport handl e
send queue */

*/

last tine we handed this xprt out */
tine we went to CONNECTED */
TIDU size of this transport */

we’' ve sent a ord
transport
too many conns,

rel

on this conn */

is closed or disconn */

let this go idle */
this connection is connected */

do an orderly rel ease? */
thread doi ng connect */

wai ting for disconnect ACK */
need T_ DI SCON REQ */

need T_ORDREL_REQ

*/

got a T_ORDREL_IND or T_DI SCON_| ND */
di sconnect during connect */

got a T_ORDREL_IND or

T_DI SCON_I ND */

di sconnect during connect */
need T_ORDREL_REQ */

need T_DI SCON_REQ */
wai ting for di sconnect ACK */
thread doi ng connect */

do an orderly rel ease? */

this connection is connected */
let this go idle */

too many conns,
transport
we’' ve sent a ord

rel

is closed or disconn */

on this conn */
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259

261
262
263
264

266
267
268
269

271
272

274

276
277
278
279

281
282
283
284

286
287

291
292
293
294
295

297
298
299
300
301
302
303

305
306
307
308

#def i
#def i
#def i
#def i

#def i
#def i
#def i
#def i

#def i
#def i

#def i

#def i
#def i
#def i
#def i

#def i
#def i
#def i
#def i

#def i
#def i

#def i

}s

ne
ne
ne
ne

ne
ne
ne
ne

ne
ne

ne

ne
ne
ne
ne

ne
ne
ne
ne

ne
ne

ne

} bit; unsi gned int word;
x_cl osi ng Xx_state.bit.b_closing
x_dead Xx_state.bit.b_dead
x_dooned x_state. bit.b_dooned
X_connect ed X_state.bit.b_connected
x_ordrel x_state.bit.b_ordrel
x_t hread Xx_state.bit.b_thread
X_wai tdis X_state.bit.b_waitdis
X_heeddi s X_state.bit.b_needdis
X_needr el Xx_state. bit.b_needrel
x_early_disc X_state.bit.b_early_disc

x_state_flags x_state.word

X_CLOSI NG 0x80000000
X_DEAD 0x40000000
X_DOOVED 0x20000000
X_CONNECTED 0x10000000
X_ORDREL 0x08000000
X_THREAD 0x04000000
X_WAI TDI S 0x02000000
X_NEEDDI S 0x01000000
X_NEEDREL 0x00800000
X_EARLYDI SC 0x00400000
X_BADSTATES (X_CLOSING | X_DEAD | X_DOQVED)
x_state;
int x_ref; /* nunber of users of this xprt */
int x_fanmily; /* address fanmily of transport */
dev_t X_rdev; /* device nunber of transport */
struct cmxprt *x_next;
struct net buf X_server; /* destination address */
struct netbuf X_Src; /* src address (for retries) */
kmut ex_t x_| ock; /* lock on this entry */
kcondvar _t X_CV; /* to signal when can be closed */
kcondvar _t X_conn_cv; /* to signal when connection attenpt */
/* is conplete */
kstat _t *x_ksp;
kcondvar _t x_dis_cv; /* to signal when disconnect attenpt */
/* is conplete */
zonei d_t x_zonei d; /* zone this xprt belongs to */

__unchanged_portion_omtted_

377 static struct

378
379

381
382
383

385
386
387
388
389
390

stati

stati
stati

stati
stati

c

c

c

Cc
Cc

cm xprt *connngr _w apconnect (struct cmxprt *,

const struct timeval *, struct netbuf *, int, struct netbuf *,
struct rpc_err *, bool _t, bool _t, cred_t *);
bool _t connngr _connect (struct cmxprt *, queue_t *, struct netbuf *,
int, calllist_t *, int *, bool _t reconnect,
const struct timeval *, bool _t, cred_t *);
bool _t connngr_getopt _i nt(queue_t *wg, int level, int name, int *val,
calllist_t *e, cred_t *cr);
bool _t connngr _setopt _i nt (queue_t *, int, int, int,
calllist_t *, cred_t *cr);
bool _t connngr _setopt (queue_t *, int, int, calllist_t *, cred_t *cr);
voi d connngr_sndrel (struct cmxprt *);
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391 static void connngr _snddi s(struct cmxprt *);

392 static void connngr _cl ose(struct cmxprt *);

393 static void connngr _rel ease(struct cmxprt *);

394 static struct cmxprt *connnmgr_w apget (struct netbuf *, const struct tineval *,
395 cku_private_t *);

397 static struct cmxprt *connngr_get(struct netbuf *, const struct timeval *,
398 struct net buf int, struct netbuf *, struct rpc_err *, dev_t,

399 bool _t, int, cred_t *);

401 static void connngr_cancel conn(struct cmxprt *);

402 static enumclnt_stat connngr_cwait(struct cmxprt *, const struct tineval *,
403 bool _t)

404 static void connngr_dis_and_wait(struct cmxprt *);

406 static int cl nt_di spatch_send(queue_t *, nblk_t *, calllist_t *, uint_t,
407 uint_t);

409 static int clnt_delay(clock_t, bool_t);

411 static int waitforack(calllist_t *, t_scalar_t, const struct tinmeval *, bool _t);
413 | *

414 * (Qperations vector for TCP/IP based RPC

415 */

416 static struct clnt_ops tcp_ops = {

417 clnt_cots_kcallit, /* do rpc call */

418 clnt_cots_kabort, /* abort call */

419 clnt_cots_kerror, /* return error status */

420 clnt_cots_kfreeres, /* free results */

421 cl nt _cots_kdestroy, /* destroy rpc handle */

422 clnt_cots_kcontrol, /* the ioctl () of rpc */

423 clnt_cots_ksettiners, /* set retry timers */

424 };

__unchanged_portion_onitted_

465 #define COTSRCSTAT | NCR(p, X)

466

468
469

471
472
473

476
477

479
480
481
482
483
484

486
487

489
490

492
493
494

#defi ne CLNT_MAX CONNS 1

_ \
atomi c_add_64( &(p) - >x. val ue. ui 64, 1)

/* concurrent connections between clnt/srvr */

int clnt_max_conns = CLNT_MAX_CONNS;

#define CLNT_M N_TI MEQUT 10 /* seconds to wait after we get a */
/* connection reset */

#def i ne CLNT_M N_CONNTI MEQUT 5 /* seconds to wait for a connection */

int clnt_cots_mn_tout = CLNT_M N_TI MEQUT;

int clnt_cots_min_conntout = CLNT_M N_CONNTI MEQOUT;

/*

* Limt the nunber of tines we will attenpt to receive a reply w thout
* re-sending a response.

*/

#def i ne CLNT_MAXRECV_W THOUT_RETRY

ui nt _|

t

3
cl nt_cots_maxrecv = CLNT_MAXRECV_W THOUT_RETRY;

uint_t *clnt_nax_nsg_si zep;
void (*clnt_stop_idle)(queue_t *wqg);

#defi ne ptoh(p)
#define htop(h)

/*

(& (p)->cku_client))
((cku_private_t *)((h)->cl_private))

* Times to retry

*/
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495 #defi ne REFRESHES 2 /* authentication refreshes */

497 | *

498 * The following is used to determine the gl obal default behavior for
499 * COTS when binding to a |ocal port.

500 *

501 * If the value is set to 1 the default will be to select a reserved
502 * (aka privileged) port, if the value is zero the default will be to
503 * use non-reserved ports. Users of kRPC may override this by using

504 * CLNT_CONTROL() and CLSET_BI NDRESVPORT
505 */
506 int clnt_cots_do_bindresvport = 1;

508 static zone_key_t zone_cots_key;

510 #define TWD G GB 0x80000000
511 int nfsd_port = NFS_PORT;
512 /*

513 * Defaults TCP send and receive buffer size for NFS connections.
514 * These val ues can be tuned by /etc/default.

515 */

516 int nfs_send_bufsz = 1024*1024;

517 int nfs_recv_bufsz = 1024*1024;

518 /*

519 * To use systemwi de default for TCP send and receive buffer size,
520 * use /etc/systemto set nfs_default_bufsz to 1:
521 *

522 * set rpcnod: nfs_defaul t_bufsz=1

523 *

524 int nfs_default_bufsz = 0;

526 /*

528

529 /* ARGSUSED */

530 static void

531 cl nt_zone_destroy(zoneid_t zoneid, void *unused)

532 {
533 struct cmxprt **cnp;
534 struct cmxprt *cmentry;
535 struct cmxprt *freelist = NULL;
537 nmut ex_ent er (&onnnygr _| ock) ;
538 cmp = & m hd;
539 whi |l e ((cmentry = *cnp) !'= NULL) {
540 if (cmentry->x_zoneid == zoneid) {
541 *cnp = cmentry- >X next;
542 cmentry- >x next = freel i st;
543 freelist = cm entry,
544 } else {
545 cnp = &m entry->x_next;
546 }
547
548 nut ex_exi t (&onnngr _| ock) ;
549 V\hile((cm_entry-freelist) I'= NULL) {
550 freelist = cmentry->x_next;
551 connmgr _cl ose(cm entry);
552
553 }
__unchanged_portion_onitted_
2581 /*
2582 * Set TCP receive and xmit buffer size for NFS connections.
2583 */

2584 static bool _t
2585 connngr_nfs_setbufsz(calllist_t *e, int addrfnly, struct netbuf *addr,

527 * W need to do this after all kernel threads in the zone have exited.
*/
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2586 queue_t *wg, cred_t *cr)

2587 {

2588 struct sockaddr_in *sa;

2589 int ok = FALSE;

2590 int val;

2591 uint32_t sbufsz, rbufsz;

2593 if (nfs_default_bufsz ||

2594 (addrfmy !'= AF_INET & addrfmy != AF_| NET6))

2595 return (FALSE);

2597 sa = (struct sockaddr_in *)addr->buf;

2598 if (ntohs(sa->sin_port) != nfsd_port)

2599 return (FALSE);

2600 I*

2601 * For systemwith 2GB, or |ess, of physical nmenory set send
2602 * and receive buffer size to half of nfs_send_bufsz and
2603 * nfs_recv_bufsz respectively.

2604 */

2605 if (ptob( physmanj <= TWO G GB) {

2606 bufsz = nfs_send_bufsz >> 1;

2607 rbufsz = nfs_recv_bufsz >> 1;

2608 } else {

2609 sbufsz = nfs_send_bufsz;

2610 rbufsz = nfs_recv_bufsz;

2611 }

2612 /*

2613 * Only set new buffer size if it’s larger than the system
2614 * default buffer size. If smaller buffer size is needed
2615 * then use /etc/systemto set nfs_default_bufsz to 1.
2616 */

2617 ok = connngr_getopt _i nt (wg, SOL_SOCKET, SO RCVBUF, &val, e, cr);
2618 if ((ok == TRUE) && (val < sbufsz)) {

2619 ok = connngr_setopt_int(wy, SOL_SOCKET, SO RCVBUF,
2620 shufsz, e, cr);

2621 DTRACE PRCBEZ(connrrgr nfs_rcvbufsz__setopt,

2622 int, ok, calllist_t *, e);

2623 }

2625 ok = connngr_getopt _i nt (wg, SOL_SOCKET, SO SNDBUF, &val, e, cr);
2626 if ((ok == TRUE) && (val < rbufsz))

2627 ok = connngr_setopt_int(wy, SOL_SOCKET, SO SNDBUF,
2628 rbufsz, e, cr);

2629 DTRACE PRCBEZ(connrrgr nfs_sndbufsz__setopt,

2630 int, ok, calllist_t *, e);

2631 }

2632 return (TRUE);

2633 }

2635 /*

2636 * G ven an open stream connect to the rempte. Returns true if connected,
2637 * fal se otherw se.

2638

2639 static bool _t
2640 connngr _connect (

2641 struct cmxprt *cmentry,
2642 queue_t *wg,

2643 struct net buf *addr,
2644 int addrfny,
2645 calllist_t *e,

2646 int *tidu_ptr,
2647 bool _t reconnect,
2648 const struct tineval *wai t p,
2649 bool _t nosi gnal ,
2650 cred_t *cr)

2651 {
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2652
2653
2654
2655
2656

2658
2659
2660

2662
2663
2664
2665
2666
2667
2668
2669
2670
2671
2672
2673
2674

2676
2677

2679
2680
2681
2682
2683
2684
2685

2687
2688

2690
2691
2692
2693
2694
2695
2696

2698
2699

2701
2702
2703
2704
2705
2706
2707
2708
2709
2710
2711
2712

2714

2716
2717

nbl k_t *np;

struct T_conn_req *tcr;

struct T_info_ack *tinfo;

int interrupted, error;

int tidu_size, kstat_instance;

/* if it’s a reconnect, flush any lingering data messages */
if (reconnect)
(void) putctl1(wg, MFLUSH FLUSHRW ;

/*

* Note: if the receiver uses SCM UCRED get peerucred the pid will
* appear as -1.

*/

mp = allocb_cred(sizeof (*tcr) + addr->len, cr, NOPID);
if (mp == NULL) {
/*
* This is unfortunate, but we need to | ook up the stats for
* this zone to increnent the "nmenory allocation failed"
* counter. curproc->p_zone is safe since we're initiating a
* connection and not In some strange streans context.
*
/

struct rpcstat *rpcstat;

rpcstat = zone_getspecific(rpcstat_zone_key, rpc_zone());
ASSERT(rpcstat !'= NULL);

RPCLO®X0( 1, "connngr_connect: cannot alloc np for
"sendi ng conn request\n");
COTSRCSTAT_I NCR(r pcst at->rpc_cots_client, rcnomem;
e->cal | _status = RPC_SYSTEMERROR;
e->cal | _reason = ENOSR;
return (FALSE);
}

/* Set TCP buffer size for NFS connections if needed */
(void) connngr_nfs_setbufsz(e, addrfmy, addr, wg, cr);

mp- >b_dat ap- >db_t ype = M _PROTQ

tcr = (struct T_conn_req *)np->b_rptr;
bzero(tcr, sizeof (*tcr));

tcr->PRIM type = T_CONN_REQ

tcr->DEST_| ength = addr->| en;

tcr->DEST offset = sizeof (struct T_conn_req);
mp->b_wptr = np->b_rptr + sizeof (*tcr);

bcopy(addr - >buf, np->b_wptr, tcr->DEST_| ength);

mp->b_wptr += tcr->DEST_| ength;

RPCLOGE( 8, "connngr_connect: sending conn request on queue "
"o%", (void *)wq);

RPCLOG(8, " call %\n", (void *)wq);

/*

* We use the entry in the handle that is nornally used for
* waiting for RPC replies to wait for the connection accept.
*

if (clnt_dispatch_send(wqg, np, e, 0, 0) != RPC _SUCCESS) {
DTRACE_PROBE(krpc__e__connngr __connect __cant send) ;

freensg(np);
return (FALSE);

}

mut ex_ent er (&cl nt _pendi ng_| ock) ;

/*
* W wait for the transport connection to be nmade, or an
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2718
2719
2720

2722
2723
2724
2725
2726
2727
2728
2729
2730
2731
2732
2733
2734
2735
2736
2737
2738
2739
2740
2741
2742
2743
2744
2745
2746
2747
2748
2749
2750
2751
2752

2754
2755
2756
2757
2758
2759
2760
2761
2762

2764
2765

2767
2768
2769
2770

2772
2773
2774
2775
2776
2777
2778
2779
2780
2781

2783

#i f def

#endi f

* indication that it could not be made.
*/
interrupted = 0;

/*
* waitforack shoul d have been called with T_OK_ACK, but the
* present inplenmentation needs to be passed T_INFO ACK to
*lwork correctly.
*
error = waitforack(e, T_INFO ACK, waitp, nosignal);
if (error == EINTR)
interrupted = 1;
if (zone_status_get(curproc->p_zone) >= ZONE_|I S_EMPTY) {
/*

* No time to lose; we essentially have been signaled to
N .

*/qwt.

interrupted = 1;

}

RPCDEBUG

if (error == ETI ME)

RPCLOR0( 8, "connngr_connect: giving up "

"on connection attenpt; "
"cl nt _di spatch notifyconn "
"di agnostic 'no one waiting for
“connection’ should not be "
"unexpected\n");

if (e->call_prev)

e->cal | _prev->cal | _next = e->call _next;
el se

cl nt_pending = e->cal | _next;
if (e->call_next)

e->cal | _next->call _prev = e->call _prev;
mut ex_exi t (&cl nt _pendi ng_| ock) ;

if (e->call_status != RPC_SUCCESS || error !=0) {
if (interrupted)
e->cal | _status = RPC_I NTR,
else if (error == ETI ME)
e->cal | _status = RPC_TI MEDOUT;
else if (error == EPROTO
e->cal | _status = RPC_SYSTEMERROR,
e->cal | _reason = EPROTQ,

}

RPCLOG(8, "connngr_connect: can’t connect, status:
"o\ n", clnt_sperrno(e->call_status));

if (e->call_reply) {
freensg(e->call _reply);
e->cal | _reply = NULL;

}
return (FALSE);
}
/*
* The result of the "connection accept” is a T_info_ack
* in the call_reply field.
*

/

ASSERT(e->cal | _reply !'= NULL);

nmp = e->call _reply;

e->call _reply = NULL;

tinfo = (struct T_info_ack *)nmp->b_rptr;

tidu_size = tinfo->TIDU size;
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2784
2785
2786
2787

2789

2791
2792
2793
2794
2795
2796
2797
2798
2799
2800
2801
2802
2803

2805
2806
2807
2808
2809
2810
2811
2812

2814
2815
2816
2817
2818

2820
2821
2822
2823
2824
2825

2827
2828
2829
2830
2831
2832
2833
2834
2835
2836
2837

2839
2840
2841
2842

2844
2845
2846
2847
2848
2849

* Ok Ok ok k%

tidu_size -= (tidu_size % BYTES PER XDR UNIT);

if (tidu_size > OOTS DEFAULT_ALLOCSI ZE T| (tldu size <= 0))
tidu_size COTS_DEFAULT_ALLCCSI ZE;

*tidu_ptr = ti du_S| ze;

freemsg(np);

/
Set up the pertinent options. NODELAY is so the transport doesn’t
buffer up RPC nessages on either end. This nay not be valid for
all transports. Failure to set this option is not cause to
bail out so we return success anyway. Note that |ack of NODELAY
or some other way to flush the nmessage on both ends will cause
* |ots of retries and terrible performance.
*
/

if (addrfmly == AF_INET || addrfmy == AF_I NET6)

(voi d) connngr_set opt (wg, IPPROTO TCP, TCP_NODELAY, e, cr);

if (e->call_status == RPC_XPRTFAI LED)

return (FALSE);

* ok kb k%

}

/*
* Since we have a connection, we now need to figure out if
* we need to create a kstat. If x_ksp is not NULL then we
* are reusing a connection and so we do not need to create
* another kstat -- lets just return.
*/
if (cmentry->x_ksp !'= NULL)

return (TRUE);

/*

* W need to increnent rpc_kstat_instance atomcally to prevent

* two kstats being created with the same instance.

*/

kstat _i nstance = atomi c_add_32_nv((uint32_t *)& pc_kstat_instance, 1);

if ((cmentry->x_ksp = kstat_create_zone("uni x", kstat_instance,
"rpc_cots_connections", "rpc", KSTAT_TYPE_NAMED,
(uint_t)(sizeof (cmkstat_xprt_t) / sizeof (kstat_nanmed_t)),
KSTAT_FLAG VI RTUAL, cmentry->x_zoneid)) == NULL) {
return (TRUE);

}

cmentry->x_ksp->ks_l ock = &connrrgr | ock;

cm entry->x_ksp->ks_| _private = cm entry;

cm entry->x_ksp->ks_data_si ze = ((| NET6_ADDRSTRLEN * si zeof (char))
+ sizeof (cmkstat_tenplat e))

cmentry->x_ksp->ks_data = kmem_al loc(cm entry->x_ksp->ks_dat a_si ze,
KM SLEEP) ;

bcopy(&cm kstat _tenpl ate, cmentry->x_ksp->ks_dat a,
cmentry->x_ksp->ks dat a _si ze);

((struct cmkstat_xprt *)(cm. entry >x_ksp->ks_data))->
x_server.val ue. str.addr. ptr
kmem al | oc( 1 NET6_ADDRSTRLEN, KM SLEEP);

cmentry->x_ksp->ks_update = conn_kstat_update;
kstat _install (cm entry->x_ksp);
return (TRUE);

Verify that the specified offset falls within the nblk and
that the resulting pointer is aligned.
Returns NULL if not.

code from fs/sockfs/socksubr.c
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2850

2851 static void *
2852 connngr_opt _getof f (nbl k_t *np, t_uscalar_t offset,

2853 t_uscalar_t length, uint_t align_size)

2854 {

2855 uintptr_t ptrl, ptr2;

2857 ASSERT(np && np->b_wptr >= np->b_rptr);

2858 ptrl—(umtptr t)rrp> _rptr + offset;

2859 ptr2 = (uintptr_t)ptrl ¥ | ength;

2860 1f (ptrl < (uintptr_t)np->b_rptr || ptr2 > (uintptr_t)np->b_wptr) {
2861 return (NULL);

2862 }

2863 if ((ptrl & (align_size - 1)) !=10) {

2864 return (NULL);

2865 }

2866 return ((void *)ptril);

2867 }

2869 static bool _t

2870 connngr_getopt _i nt(queue_t *wg, int level, int name, int *val,
2871 calllist_t *e, cred_t *cr)

2872 {

2873 nbl k_t *np;

2874 struct opthdr *opt, *opt_res;

2875 struct T_optngnt_req *tor;

2876 struct T_optngnt _ack *opt _ack;

2877 struct tineval waitp;

2878 int error;

2880 mp = allocb_cred(sizeof (struct T_optngnt_req) +

2881 sizeof (struct opthdr) + sizeof (int), cr, NOPID);
2882 if (mp == NULL)

2883 RPCLOR0(1, "connngr_getopt: cannot alloc np for option "
2884 "request\n");

2885 return (FALSE);

2886 }

2888 mp- >b_dat ap- >db_t ype = M _PROTO

2889 tor = (struct T optmgnt_req *)(np->b_rptr);

2890 tor->PRIM type = T_SVR4_OPTMGMI_REQ

2891 tor->MGMI_flags = T_CURRENT;

2892 tor->0PT_l ength = sizeof (struct opthdr) + sizeof (int);
2893 tor->0PT_offset = sizeof (struct T optngnt_req);

2895 opt = (struct opthdr *)(np->b_rptr + sizeof (struct T_optngnt_req));
2896 opt->level = |evel;

2897 opt - >nane = nane;

2898 opt->len = sizeof (int);

2899 np->b_wptr += sizeof (struct T_optngnt_req) + sizeof (struct opthdr) +
2900 sizeof (int);

2902 *

2903 * We will use this connection regardless

2904 * of whether or not the option is readable.

2905 */

2906 if (clnt_dispatch_send(wg, np, e, 0, 0) != RPC _SUCCESS) {
2907 DTRACE_PROBE(krpc__e__connngr __get opt __cant send) ;
2908 freensg(np);

2909 return (FALSE);

2910 1

2912 mut ex_ent er (&cl nt _pendi ng_| ock) ;

2914 waitp.tv_sec = clnt_cots_mni n_conntout;

2915 wai tp.tv_usec = 0;
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2916 error = waitforack(e, T_OPTMGMI_ACK, &waitp, 1);

2918 if (e->call_prev)

2919 e->cal | _prev->cal |l _next = e->call_next;

2920 el se

2921 cl nt_pendi ng = e->cal | _next;

2922 if (e->call_next)

2923 e->cal | _next->call _prev = e->call_prev;

2924 mut ex_exi t (&cl nt _pendi ng_| ock) ;

2926 /* get reply nessage */

2927 nmp = e->call _reply;

2928 e->call _reply = NULL;

2930 if (('mp) || (e->call_status != RPC SUCCESS) || (error !'=0)) {
2932 DTRACE_PROBE4( connngr _getopt __failed, int, nane,

2933 int, e->call_status, int, error, nblk_t *, np);
2935 if (np)

2936 freensg(np);

2937 return (FALSE);

2938 1

2940 opt _ack = (struct T_optngnt_ack *)nmp->b_rptr;

2941 opt_res = (struct opthdr *)connngr_opt_getoff(np, opt_ack->0PT offset,
2942 opt _ack->0OPT_l ength, __TPI _ALI G\ _SI ZE);

2944 if (lopt_res) {

2945 DTRACE_PROBE4( connngr _getopt __optres, nblk_t *, nmp, int, nane,
2946 int, opt_ack->OPT_offset, int, opt_ack->0OPT_|ength);
2947 freensg(np);

2948 return (FALSE);

2949

2950 *val = *(int *)&opt_res[1];

2952 DTRACE_PROBE2( connngr _getopt __ok, int, nanme, int, *val);

2954 freensg(np);

2955 return (TRUE);

2956 }

2958 [ *

2959 * Called by connngr_connect to set an option on the new stream

2960 */

2961 static bool _t

2962 connngr_setopt _i nt(queue_t *wg, int level, int name, int val,

2963 calllist_t *e, cred_t *cr)

2770 connngr_setopt (queue_t *wg, int level, int name, calllist_t *e, cred_t *cr)
2964 {

2965 nbl k_t *np;

2966 struct opthdr *opt;

2967 struct T_optngnt_req *tor;

2968 struct tineval waitp;

2969 int error;

2971 mp = allocb_cred(sizeof (struct T_optngnt_req) +

2972 si zeof (struct opthdr) + sizeof (int), cr, NOPID);

2973 if (np == NULL) {

2974 RPCLOX0(1, "connngr_setopt: cannot alloc np for option "
2975 "request\n");

2976 return (FALSE);

2977 }

2979 nmp- >b_dat ap- >db_t ype = M PROTQ,

2980 tor = (struct T optmgnt_req *)(np->b_rptr);
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2981 tor->PRI Mtype = T_SVR4_OPTMGMI_REQ

2982 tor->MaMI fiags = T _NEGOTI ATE;

2983 tor->0OPT_length = sizeof (struct opthdr) + sizeof (int);

2984 tor->0PT_of fset = sizeof (struct T_optngnt_req);

2986 opt = (struct opthdr *)(np->b_rptr + sizeof (struct T_optngnt_req));
2987 opt->level = level;

2988 opt - >name = nane;

2989 opt->len = sizeof (int);

2990 *(int *)((char *)opt + sizeof (*opt)) = val;

2797 *(int *)((char *)opt + sizeof (*opt)) = 1;

2991 mp->b_wptr += sizeof (struct T_optngnt_req) + sizeof (struct opthdr) +
2992 sizeof (int);

2994 /*

2995 * W will use this connection regardl ess

2996 * of whether or not the option is settable.

2997 */

2998 if (clnt_dispatch_send(wq, np, e, 0, 0) != RPC _SUCCESS) {
2999 DTRACE_PROBE( krpc__e__connngr__setopt __cant send);

3000 freensg(np);

3001 return (FALSE);

3002 1

3004 mut ex_ent er (&cl nt _pendi ng_| ock) ;

3006 waitp.tv_sec = clnt_cots_m n_conntout;

3007 waitp.tv_usec = 0;

3008 error = waitforack(e, T_OPTMGMI_ACK, &waitp, 1);

3010 if (e->call_prev)

3011 e->cal | _prev->cal |l _next = e->call _next;

3012 el se

3013 cl nt _pendi ng = e->cal | _next;

3014 if (e->call_next)

3015 e->cal | _next->call _prev = e->call _prev;

3016 mut ex_exi t (&cl nt _pendi ng_l ock) ;

3018 if (e->call_reply !'= NULL) {

3019 freensg(e->call _reply);

3020 e->cal | _reply = NULL;

3021 }

3023 if (e->call_status != RPC_SUCCESS || error !'= 0) {

3024 RPCLOG(1, "connngr_setopt: can’t set option: %\n", nane);
3025 return (FALSE);

3026 }

3027 RPCLOG(8, "connngr_setopt: successfully set option: %\n", nane);
3028 return (TRUE);

3029 }

3031 static bool _t

3032 i:onnn‘gr_set opt (queue_t *wg, int level, int name, calllist_t *e, cred_t *cr)
3033

3034 return (connngr_setopt_int(wg, |level, nane, 1, e, cr));

3035 }

3037 #ifdef DEBUG

3039 /*

3040 * This is a knob to let us force code coverage in allocation failure
3041 * case.

3042 */

3043 static int connngr _fail snd;

3044 #define CONN_SND ALLOC(Si ze, Pri) \

3045 ((connnmgr _failsnd-- > 0) ? NULL : alloch(Size, Pri))
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3047 t#el se
3049 #define CONN_SND ALLOC(Size, Pri) al l ocb(Size, Pri)
3051 #endi f

3053 /*

3054 * Sends an orderly release on the specified queue.

3055 * Entered with connngr_l ock. Exited without connngr_| ock
3056 */

3057 static void

3058 connngr_sndrel (struct cmxprt *cmentry)

3059 {

3060 struct T_ordrel _req *torr;

3061 nbl k_t *np;

3062 queue_t *q = cmentry->X_wg;

3063 ASSERT( MUTEX_HELD( &onnnygr _| ock) ) ;

3064 nmp = CONN_SND _ALLOC(si zeof (struct T_ordrel _req), BPRI _LO);
3065 if (nmp == NULL)

3066 cmentry->x_needrel = TRUE;

3067 mut ex_exi t (& onnngr _| ock) ;

3068 RPCLOG( 1, "connmgr_sndrel: cannot alloc np for sending ordrel
3069 "to queue %\n", (void *)q);

3070 return;

3071 }

3072 mut ex_exi t (&onnngr _| ock) ;

3074 np- >b_dat ap- >db_t ype = M _PROTO,

3075 torr = (struct T_ordrel_req *)(np->b_rptr);

3076 torr->PRIMtype = T_ORDREL_REQ

3077 mp->b_wptr = np->b_rptr + sizeof (struct T_ordrel _req);
3079 RPCLOG(8, "connngr_sndrel: sending ordrel to queue %\n", (void *)q);
3080 put(q, np);

3081 }
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